«besonacHasi CeTb»: Kak 3alLUTUTbCA OT MOLLUEHHUYeCcTBa U TpaBin B UHTEPHeTe

B napatenbctee «AnbnuHa Mabnuwep» Bblwna kHura «besonacHas Cetb: MNpaBuna
COXpaHeHWs penyTaummn B anoxy coumnanbHbIX Meama n ToTanbHon nybnnyHoctum». Ee aBtop —
nucaTenb 1 npodeccop 6rsHec-wkonbl Apuk KyanmaH, M3BeCTHbI CBOMMM paboTamu o
LUMOPOBOI 9KOHOMUKE 1 coumanbHbix meamna. The Village nybnukyeT COBETbI U3 KHAMM O TOM,
Kak nsbexatb Npobnem B MHTEPHETE.

7 COBETOB MO 3aLUUTe JIMYHbIX OaHHbIX

MoMHUTE: Baw cMapTdOH ya3BMM. YbeamTech, 4TO Ha BalWMUX KOMNbOTEPax, MOBUNbHbBIX
YCTPOIACTBAX N MEPEHOCHbIX raaXeTax yCTaHOBNEHbl MOCNeAHNE NPOrpaMMHbIe CPeaCcTBa
3awmThbl. MNovawe obHOBNSKTE 3TO NPOrpaMmMHoe obecneyeHue.

He nonbayiiteck nybnmyHbiM Wi-Fi ons douHaHcoBbIX onepaumii. Ecnu Bbl nonb3yeTtech
ny6nnyHbiM Wi-Fi B rocTvHULE unm pectopaHe, He NpoBoanTe 6AHKOBCKUX Onepauuii,
onepauui ¢ akumaMm Unn Opyrux BaXHbIX (OMHAHCOBBIX TPaH3akunii. 3aHMManiTecb MU B
6esonacHocTu, foma.

Ocrteperaiitecbk 6ecnnatHoro Wi-Fi. [pecTynHmky, 3aHUMaoWMeCs KpaXen NUYHbIX AaHHbIX,
4acTo HasbiBaloT To4kM goctyna K Wi-Fi odpmumanbHbiM1 nMeHamMn pasnnyHbliX MECT, B TOM
ymcne rocTUHWL, aspornopToB UM pecTopaHoB. Hanpumep, Touka JocTyna MoxeT
HasbiBaTbCA «freewifi» nnn «hotelwifi». Ecnu Bbl NoNb3yeTecb aTUMN HE3aLWMILEHHBIMA CETAMN,
Bbl pyuckyeTe. Ecnu Bbl He yBepeHbl, kakor Wi-Fi odomumanbHbii, NPOCTO CNpPOCKTE CryXallero
asponopTa, agMMHUCTpaTopa roCTUHWLLI N ocpuumnaHTa.

N3beraiite ouwmMHr-MoweHHnYecTBa. B cnyyae nonyy4yeHnsi no SneKTPOHHOM NoYTe NUCEM OT
KOMMNaHuiA, 6aHKOB UNW OPYrux opraHm3aunii He nepexoanTe no ceoinkam. lopasno
6e3onacHee 3ainTn HaNPsIMyto Ha CTPaHMLbl 3TUX CAATOB U HANTWN KOHKPETHOE NPEnNoXeHne
nnu Bonpoc. Ecnu Bbl BCe-Taku pewmnTe nepenTn no ceolnke, ybeantecs, 410 URL
npasunbHbIA. Hanpumep, www.bankofamerica.com, a He bankofamerica.randomsite.com.
MolweHHMKN co30al0T NoaaesNbHble CanTbl U NoAneNbHbIE MENbI, MPUTBOPSASCb N3BECTHbLIMU
KOMMaHUaMK. Tak y MOWEHHUKOB MNOSBASETCSA BO3MOXHOCTb YyKPaCTb Baw Naposb U NYHYIO
NHpopmaumio.
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He nybnukyiiTe BaXHY0 NMYHYO MHGOOPMAaLIMIO B coUmnanbHbix ceTsx. BoibnpaiTte cekpeTHble
KOHTPO/bHbIE BOMPOCHI, HA KOTOPbIE HEBO3MOXHO OTBETUTbL C MOMOLLLIO MHOOPMaLMK,
pas3MelleHHOM Ha Balwen cTpaHuue B Facebook.

Mcnonb3yiiTe CNoXHbIe Naponv Ans BCex CBOUX yYeTHbIX 3anucei. Micnonb3yite CNoXHble
naponu, BKyawwme B cebs CMMBObI, LMMPbI 1 OYKBbI B BEPXHEM U HUXXHEM perucTpe, ans
3aWuThbl BaWMX NNYHbIX AaHHbIX. ECNn BaM B rofoBy HUYEro He NpuxoauT, nonpobyite MeTon
MHEMOHUKN. Hanpumep, «A poamncs B Hbto-opkckon 6onbHuue Mepcm B 1975 rooy»
npeBpalaetcs B «Ap@H-inbMB1975r». VcnonbayinTe pasHble Naponn, NOTOMy 4TO BOpam
fierye nonyynTb OOCTYM K BalEn NMYHOM MHpopmauum, Koraa Bbl UCNONb3yeTe OOUH U TOT Xe
naposib ANa CBOUX YYETHbIX 3anuvcen.

XpaHnTe NoATBEPXAEHNE 3aKkasa. 3aBepLnB NOKYMNKW OHNANH, Bbl yBUANTE CTPaHULY
NOATBEPXAEHNS, HA KOTOPO NepeyncneHbl No3mumm Ballero 3akasa 1 ykasaHa nHgoopmaums
0 K/IMEHTE, NPOAYKTE N HOMEP NOATBEPXAeHMs. PacneyaraiTe ak3eMnnsip CTpaHuLbl
NOATBEPXAEHNS, a TakXe CTPaHULy C yKa3aHMeM HasBaHus KoMNaHuw, ee No4TOBOro agpeca,
HoOMepa TenedoHa 1 puanYecKne ycnosus, BKatoYas NoanTKy Bo3sparta. XpaHuTe atu
pacrneyaTku B Te4YeHue rapaHTUinHoro nepuoba / nepuona sossparta. lNponasew, Takxe MOXeT
OTMPaBUTb BaM Mo 3NEKTPOHHON Nno4Te cooblieHre ¢ NoATBEPX AeHVeM 3akasa. CoxpaHuTte
n/vnn pacnevatarnTte 310 cooblleHne, Kak Ntobyo Apyryo Nepenncky ¢ KOMNaHUsMN.

10 coBeTOB O TOM, KaK 06e3onacuTtb ce6s1 U CBOKO CEMbIO B MHTEPHETE

He nybnukyiite dpoTorpadomm Bawmx getei ¢ NoanncaHHbLIMM NMEHaMK.

He ny6n|/|Ky|7|Te OaTbl OTbe3aa B OTMNYCK 1 BO3BpaLllEeHNA OOMOW.

3awmwanTte cson Wi-Fi n yctaHasnusarnte Ha Hero naporb.

He nybnukyiite cooTorpacomm, Ha KOTOPbIX BUOHbI HOMEpPA Ballel MaWnHbI, aapec 1 opyras
Nn4yHas nHopmauus.
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He nuwunTe NnonHOCTbIO CBOE MMS, aApec Unu aaty poXAeHust B ny6nnyHbix npodonnsx. Hem
MEHbLUE Bbl HANMWeTe, TEM NyyLie.

He ny6n|/|Ky|7|Te Martepuanbl, N3 KOTOPbIX NMOHATEH Ball eXeOHEBHbIN rpacouk nnn NPUBbIYKMN.

MNpakTukyinTe 6e3onacHyto paboTy B MHTEPHETE U UCNONb3YATE TONbKO 3alMILEHHbBIE CANThI.
MpoBepsanTte Hannume «https://» npn NoNb30BaHUN KPEAUTHON KapPTOW. «S» 03HA4YaeT
«3alMIeHHbIR» (secure).

OYEHb BHUMaTenbHO YyMTanmTe NONMNTUKY KOHPMOEHUMANbHOCTU. BONbIWNMHCTBO CanToB
AWWYT, KaK OHW UCMONb3YIOT Baly MHOPMaLMIO.

HacTtauBaiTe, 4T0Obl BaWM AETW NONb30BANIMCb HUKAMWN, KOF4a UrpatoT Ha MHTEePaKTUBHbIX
nrposbIx Nnpuctaeskax spoge Xbox Live, Nintendo v 1. a. icnonb3yite poamtenbCckum
KOHTPONb ONS 3aWnTbl Bawmnx AeTen.

O6cynmTe Co CBOVMMM AETbMU MOTEHUMANbHbIE ONacHOCTW UHTepHeTa. MNycTb Baw auanor
OyneT OTKPbITbIM.

6 COBETOB TeM, KTO CTan XepTBou kubeptpasnu

O6paTtnTtech 3a NOMOLLbIO K TEM, KOMY Bbl OBEpPSIETE.

He y,u,an;u?ne OCKOp6I/ITeﬂbeIe coobuieHmns. Bbl MOXeTe He 4ynTaThb nX, HO XpaHuUTEe B Ka4eCTBe
JoKa3aTte/ibCTBa.

3/4



«be3onacHasi CeTb»: Kak 3alLLUTUTbCA OT MOLLUEHHUYeCTBa U TpaB/in B UHTEpHeTe

He oTBeualite Ha ockopbnexus. Bawm oTBeThl pa33afoprBatoT arpeccopoB U Jal0T UM
4YBCTBO 3HAYMMOCTU N BIIUSIHWSI.

3abnokupyinte oTNnpaBnTeNst 0CKOPOMTENbHbLIX COOBIWEHWA.

Coobwute o npobneme BaweMy NHTEPHET-NPOBANAEPY, AAMUHUCTPALMMN cCailTa U B MONMLNIO.

Bbl He MOXEeTe KOHTPONMPOBAaTh AENCTBUS TEX, KTO BAC TPABMWT, HO Bbl MOXETE
KOHTPONMpPOBaTb CBOK peakumto. Ecnm oHu cMoryT BoiBECTU Bac 13 cebsi, oHM nobeaunnu.
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